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Abstract: Data science is currently one of the most promising fields used to support the decision-
making process. Particularly, data streams can give these supportive systems an updated base of
knowledge that allows experts to make decisions with updated models. Incremental Decision Rules
Algorithm (IDRA) proposes a new incremental decision-rule method based on the classical ID3
approach to generating and updating a rule set. This algorithm is a novel approach designed to fit
a Decision Support System (DSS) whose motivation is to give accurate responses in an affordable
time for a decision situation. This work includes several experiments that compare IDRA with the
classical static but optimized ID3 (CREA) and the adaptive method VFDR. A battery of scenarios
with different error types and rates are proposed to compare these three algorithms. IDRA improves
the accuracies of VFDR and CREA in most common cases for the simulated data streams used in this
work. In particular, the proposed technique has proven to perform better in those scenarios with no
error, low noise, or high-impact concept drifts.

Keywords: data mining methods for data streams; explainable temporal data analysis; classification
methods

1. Introduction

Nowadays, machine learning techniques are increasingly used by a huge variety of
sectors to improve their planification and actions based on previous knowledge. Going
a step further with this machine learning approach and adding an adaptive skill might
lead these models to react to changes early, improving their performance and avoiding
greater losses. In this sense, in the management framework, slight changes could affect the
inference capacity of a model before the manager even notices this variation. An algorithm
that includes this incremental learning approach would provide a self-contained engine of
knowledge, while other models would need a tracing process to detect and rebuild models.
A wide variety of techniques have been implemented to deal with data streams as decision
trees [1,2], decision rules [3,4], clustering methods [5] or association rules techniques [6].

These adaptive or incremental learning methods are being applied to many different
fields such as Prognostics and Health Management [7], renewable energy systems [8] or
driving cycle prediction [9] among others. Particularly in the field of decision support sys-
tems (DSS), the interest in efficiently converting data streams into operational intelligence is
increasing. In this sense, some previous works have proposed the application of streaming
methods to DSS as in [10,11].

A data stream is a potentially unbounded and ordered sequence of examples that
arrive to a system over time. Data stream size is assumed to be infinite since it is not
possible to predict when the stream will end, therefore it is not possible to keep all the data
in the memory. Thus, models need to keep low computational and memory costs due to the
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permanent data streams. New instances may arrive to the system both one by one (online
processing) or block by block (chunk-based processing). Apart from these considerations,
the data stream properties may be influenced by changes over time, known as concept
drifts. There are many types of drift that may affect the behavior of a system [12]. These
changes could appear at any moment with no warning, so detecting and handling them is
a challenge. A concept drift could arise at any time in any attribute of the dataset, as well
as in the objective variable. Among the most relevant changes that can be found are abrupt
or sudden drift, incremental, gradual, or reoccurring drifts. The experiments carried out in
this work are simulated under abrupt-changing conditions.

Usually, when a new instance is received by these systems, the true label associated
with a studied variable may be expensive to calculate in time and resources. Therefore, an
approximation of this value is estimated using machine learning techniques. Particularly,
classification methods estimate a label for this studied variable, best known as an objective
variable, underlining possible patterns that may affect it. One of the most important
techniques in classification tasks are decision trees. Among the contributions in streaming
decision trees, the Hoeffding tree, also known as Very Fast Decision Trees (VFDT) and
proposed by Domingos and Hulten [1], is considered one of the most relevant works. This
method builds an adaptive tree using the Hoeffding bound to decide the exact number of
examples that are necessary at each node. This bound is also used in many other algorithms
such as the decision rule method known as Very Fast Decision Rules (VFDR) [3], explained
in Section 2 and used in this paper as a benchmark technique.

Nevertheless, tree structures may be complex depending on their depth, making it
difficult for experts to read information. This knowledge, derived from a tree structure,
can also be represented in easier ways such as rules. A decision rule is a logic predicate
structured as a condition “IF antecedent THEN label”. The antecedent is a conjunction
of conditions for the attributes included in the dataset and the values in their domains.
These decision or classification rules may contain the same information as the tree branches,
however in a modular and more interpretable way. Unlike tree branches, each decision
rule is independent and can be understood in isolation from the rest of the set. This
approach might be more interesting for decisional contexts due to its readability and
natural integration in a decision system engine.

This work proposes a novel decision rules method based on the Classification Rules
Extraction Algorithm (CREA) [13], ID3 [14] and on RBS values [15]. This algorithm,
Incremental Decision Rules Algorithm (IDRA), tries to propose a solution for those contexts
where the data input is not fast, and the accuracy might be preferable. In this sense, IDRA
is presented as an algorithm that automatically integrates new observations and provides
updated probabilistic rules easily integrated in a decision support system. Our approach
can both label an instance with a single class based on a majority class criteria, or give the
probability distribution of the classes for that instance. Thus, a decision maker has more
information about the possible classes, and their associated probabilities, before an action
is taken, and therefore external conditions, such as the cost, the risk, or the tradeoff of
the action, can be considered. IDRA does not aim to compete with the existing very fast
algorithms but to solve different kinds of problems that also need updated and, maybe,
more accurate bases of knowledge with not so demanding times. For instance, a high-risk
scenario in which an error has a special impact on the system, might prefer a more accurate
and time affordable response over a very fast and less precise one. Health or management
decision systems could be examples of those that could value more a high accurate response
while, a warning system based on sensors or fast decisions taken by automatons (such
as, moving robots, self-driving cars, etc.) could be examples of a very fast action need.
The presence of a human in the decision-making process affects considerably the time
restrictions of a problem and, therefore, the algorithms that could be usable. In the case
of expert systems that make decisions with no human involved in the process, very fast
algorithms could be preferable, while for decision support systems with human action
involved the preference may lie with more accurate and time affordable systems.
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The paper is organized as follows. Section 2 is devoted to briefly introducing some
related works and describing VFDR and CREA algorithms, the latter being the antecedent
of the proposal of this work. In Section 3, the new algorithm, called IDRA, is presented and
described. The description of the computational experiment and the obtained results are
shown in Section 4. In Section 5, a discussion about the outcome is held, while in Section 6
a more general conclusion is offered together with further research.

2. Related Works

In this section, a non-exhaustive description of related works is presented to describe
what has been previously made in the field. Within the data stream analysis field, there are
many research areas such as data stream mining or data stream machine learning [2,3], as
well as data profiling [16,17] or continuous queries for data streams [18,19].

As described in [20], the data stream solutions could be categorized in data-based
and task-based ones. On the one hand, data-based solutions examine only a subset of the
whole dataset, this being either a vertical or horizontal transformation of it. On the other
hand, task-based solutions modify existing techniques or invent new ones to address data
stream problems. The vast amount of works within the data stream field makes it difficult
to make an exhaustive review of the literature, so this section will focus only on previous
classification algorithms since it fits better with the nature of our proposal.

2.1. Classification Techniques for Data Stream

A previous classification technique proposed by Shaker and Hiillermeier [21] and
called IBLStreams develops an instance-based learning classifier for data streams that
adds or removes instances from the model based on temporal and spatial relevance and
consistency. This method monitors the error rate and manages two registers during training,
an error rate, and the standard deviation.

Among the most important classification methods, we can highlight VFDT as proposed
by Domingos and Hulten [1]. This method builds a decision tree based on Hoeffding
bounds, which guarantee constant time and memory per example. The output model given
by this algorithm is asymptotically nearly identical to that given by a batch conventional
learner. Other similar works have evolved this first version such as CVFDT extended in [22],
the VFDTc proposed by Gama et.al. [23] or the Extremely Fast Decision Tree version [2].
In this last work, Bifet et. al. [2] remark three dimensions of interest to study: accuracy,
memory and time, and defend the classification methods as one of the most used techniques
in data mining. This paper follows the premises of this study [2] and the one led by Kosina
and Gama [24] to evaluate the novel proposal. In this case, two of the three mentioned
dimensions (accuracy and time) are explored for the simulated data streams.

2.2. Decision Rules for Data Stream

A commonly used strategy to obtain a decision rule set is the extraction of these rules
from a decision tree [25]. This method allows the easy transformation of any decision tree
into a collection of rules. Each rule corresponds to the path from the root to a leaf, and
there are as many rules as leaves, with these rules being as complex as the decision tree
itself. A decision rule is formed by an antecedent that implies a consequent. The antecedent
describes the attributes that an instance needs to fit to be classified with that rule, while
the consequent gives a prediction label. Each rule has support and confidence metrics,
which express the relative use of a rule in a set (support) and the probability of a successful
prediction for that rule (confidence).

Among the decision rules techniques, the first rule learner designed for processing
data streams is the FACIL algorithm proposed by Ferrer et al. [26]. This method is based
on filtering the examples lying near to the decision boundaries (border examples). Con-
sistent rules (those including only one type of example) classify new test examples by
covering them, while inconsistent rules (those mixing positive and negative examples,
border examples) classify them by distance as the nearest neighbor algorithm.



Mathematics 2022, 10, 16

40f17

Of the others, the best-known decision rules algorithm for data streams, and one
which has been used to compare the proposal of this work, is the Very Fast Decision Rules
(VFDR) proposed by Kosina and Gama [3]. VFDR is a single pass algorithm that learns
ordered and/or unordered rules with either numerical or categorical variables. The rules
expand considering those literals that minimize the class labels” entropy of the examples
covered by each rule. This algorithm uses the Hoeffding bound [1] to determine the number
of observations after which a rule can be expanded, or a new rule can be induced. The
Hoeffding bound is defined by:

R2:-In ( i )
€=\ "%, 1)
where R is the range of the random variable, ¢ is the desired probability of the estimate
not being within € of its expected value, and # is the number of instances included in
the node. This condition is checked only after a given number of examples (Nmin) to
improve efficiency. Thus, the rule set may adapt every Nmin instance and would increase
its predictive capacity over time.

Despite reasonable results, Hoeffding bound has been proven to be formally incor-
rect in solving such problems. Rutkowski et al. [27], discuss this idea and propose a
generalization of Hoeffding inequality called McDiarmid inequality as split criteria.

Besides this, the limited size of the rule sets and the low time requirements of VFDR
make it a high-quality data stream method. The algorithm introduced in this work is
compared with VFDR since it is the main reference within the field of decision rules for
data streams. Notably, it is important to highlight that these two algorithms differ slightly
in nature. For VFDR the time may prevail over accuracy, while IDRA will try to provide
more accurate solutions in an affordable time for the decision problem at hand. Therefore,
the algorithm selection would depend on the problem we have to face and its associated
restrictions. In Table 1, the advantages and disadvantages of some of the mentioned
algorithms are shown.

Table 1. Scenarios, noise and mislabeling levels and threshold limits.

Advantages Disadvantages

-Tree structures need conversion to
integrate in a DSS

-Ability to learn from data streams
-Very fast learning model

-A concept drift affects the structure of

VEDT -Constructs an identical or quasi the tree
. . . -Uses the Hoeffding bound, which has
identical tree to the traditional .
been proven to be formally incorrect to
solve such problems [27]
-Tree structures need conversion to
integrate in a DSS
-Ability to learn from data streams -A concept drift affects the structure of
CVEDT -Very fast learning model the tree
-Uses the Hoeffding bound, which has
been proven to be formally incorrect to
solve such problems [27]
-Ability to learn from data streams
-Very fast learning model
-Readability -Uses the Hoeffding bound, which has
VFDR -Rule structure is easily integrable in been proven to be formally incorrect to

a DSS
-Rules are handled independently from
each other

solve such problems [27]
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Table 1. Cont.
Advantages Disadvantages
-Readability -Cannot learn from data streams
CREA -Rule structure is easily integrable in -Limited to discrete problems
a DSS -Not suitable for very fast contexts

-Ability to learn from data streams

-Readability

-Rule structure is easily integrable in
IDRA a DSS

-Rules are handled independently from

each other

-Soft rules with probability distributions

-Limited to discrete problems
-Not suitable for very fast contexts

2.3. Antecedents for IDRA

The antecedent for the algorithm introduced in this work is the Classification Rules
Extraction Algorithm (CREA) [13], based on the well-known ID3 rule algorithm [14]. CREA
introduces a non-recursive approach to the ID3 decision tree generation process, which
extracts the decision rules with no need to keep the tree structure in memory. This feature of
the algorithm makes it a good antecedent for an incremental data stream adaptation since a
new instance seen is assimilated by the system with no need to keep it in the memory.

This algorithm builds an ordered rule set from a discrete dataset, in which every rule
has two key metrics, support and confidence. Under this premise, the first version of CREA
generates all the possible rules for an antecedent, meaning one rule for each consequent.
All these rules have the same support and split up the confidence regarding the data
distribution. Nevertheless, the version used in this paper gathers all the same-antecedent
rules in a single rule with all the classes and the confidence distribution. Thus, the number
of rules decreases considerably, and with it the evaluation time. The predicted class is
defined by a majority class criterion, in which the class with higher confidence in the
consequent distribution is selected.

This algorithm includes a filtering method based on the Rules Based on Significance
(RBS) criteria introduced in [15]. With this method, only the significant rules, those lo-
cated in significant regions, with relevant levels of support and confidence, are used to
predict labels.

The main steps followed by CREA to create and filter the decision rule set are described
in this subsection, as well as the premises and its pseudocode. First of all, it is important
to define that an instance is formed by a set of discrete descriptive attributes, x and a
predictable variable, y, i.e., instance I = {x, y} such that, x = {x, x, ..., x._1} where the
values of x; are defined asv; € x;,i=1,...,c — 1. Then, a data set D stands for a set of
instances such that, D ={[;,i=1, ..., n}.

A rule is formed by an antecedent and a consequent based on the values of the
descriptive attributes x and the class predictionw; € y,j =1, ..., k. CREA works with two
different types of rules, those called totally expanded rules and those called not totally
expanded rules. A totally expanded rule is one in which the antecedent has an assigned
value for each attribute of D. On the contrary, a not totally expanded rule is a rule in which
one or more than one descriptive attribute is not present in the antecedent of the rule. The
rules are generated following an iterative process in which the descriptive attributes are
expanded based on the information gain criteria [14]. This process continues until this
rule is considered final, that means that all the attributes are expanded (totally expanded
rule) or that all the values of the predictive variable belong to the same class (not totally
expanded rule).

The first step of Algorithm 1 is the creation of the needed variables. A rule set that
will store the set of built rules, a default rule and a list of no final rules (NFR) are initialized,
as well as the RBS values in InitializeRBSvalues function. These values of Rules Based
on Significance (RBS) are explained in detail in [15] and will be referenced in this work
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as RBS values. These values define the significance regions that will be used to filter the
final rule set. The first rule of the NFR set will always be an empty rule (a rule that has not
expanded any attribute yet) used as a root that will be expanded in the iterator. After these
initializations, an iterative process starts until all the extracted rules are final, so that the
no final rules set (NFR) is empty. A rule is expanded based on the best information gain
attribute defined with BestGainRatioAttribute function. Then, another iterative process
starts in which several rules are expanded for each value (v;) of the selected attribute (x;)
with the ExpandRule function.

Next, the algorithm will keep expanding attributes until the rule is either a final not
totally expanded rule or a final totally expanded rule. In the case of a final not totally
expanded rule, CREA will create a consequent with the only class it remains, while in the
case of a final totally expanded rule, it will create a rule with each one of the remaining
classes as a consequent. In any of these cases, after the rule or rules are inserted in the rule
set RS, the RBS values are updated with the UpdateRBSvalues function. Once the rule set is
completely built, the RBS regions of significance are calculated, and the rules filtered based
on the significance region to which they belong.

With this procedure, CREA builds the set of rules RS with no need to keep any seen
instance on memory and then, filters the set to keep the most significant rules [15]. This
algorithm is adapted in the proposal of this work to endow it with an incremental logic.
The static version of CREA is compared with this new incremental version (IDRA) to study
how these changes affect the process.

Algorithm 1: CREA: Classification Rule Extraction Algorithm.

input: D: data set
output:  RS: rule set
begin
Let RS < {}
Let defaultrule r +— &
Let NFR « {r}
RBS < InitializeRBSvalues()
while NFR is not empty do
r < Extract any rule from NFR
x; < BestGainRatioAttribute(r,D)
foreach v; € x; do
r’ <— ExpandRule(r, x; = v;)
if r’ is a final totally expanded rule then
foreach w; € y do
RS = RS U ExpandRule(r’, y = wy)
RBS «+ UpdateRBSvalues()
else if r’ is final not totally expanded rule then
Let class value of 1’ y < w;
RS <= RS U ExpandRule(r’, y = w))
RBS <— UpdateRBSvalues()
else
NFR < NFR U {r’}
CalculateRBSRegions(RBS)
foreach r”¢ SignificantRBSRegion do
RS <~ RS —{r"}

2.4. Data Stream Tools

There are several frameworks or toolkits designed to simulate and analyze data
streams. The best-known ones are Massive Online Analysis [28], Apache SAMOA [29],
Spark Streaming [30] or Very Fast Machine Learning (VFML) [31]. There are also other
tools developed within other fields that also work with data streams, such as the data
profiling field. In this case, tools like metanome [32] or stradyvar [33] are focused on
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discovering metadata and representing data streams, compiling several data profiling
techniques on them.

Specifically, among the mentioned tools for data stream analysis, both Apache SAMOA [29]
and Spark Streaming [30] work with distributed environments that, at the moment, do not
fit the requirements of our problem. VEML is one of the first toolkits for mining high-speed
data streams and it is mostly written in C. Finally, MOA is a software environment for
implementing algorithms and running experiments for online learning from evolving data
streams. This software is one of the most important environments to analyze data streams
and has a vast amount of available documentation. This framework is mostly written in
Java, which is the environment used to run the VFDR algorithm, implemented under the
name of DecisionRules.

3. Incremental Decision Rules Algorithm

The Incremental Decision Rules Algorithm (IDRA) is a new proposal based on the
traditional ID3 method [14] and the optimized rule extraction method that has already
been explained in detail in Section 2.3.

IDRA extends the functionality of CREA to data stream changing contexts adding an
incremental logic to the decision rules. This new disposal will help IDRA to assimilate
new data and adapt the predictive rule set. IDRA is specially designed for decisional data
stream contexts. The management environment will favor an accurate and time-affordable
response over a very-high-speed and less precise solution. IDRA trains an initial model that
provides the rule set that will evolve incrementally over time, adding or ignoring rules. This
initial model is built using the CREA algorithm, with a slightly different approach to the
rule structure. This new version uses soft rules, with a (empirical) probability distribution
of classes, to make a hard classification, so that only one class is given as a prediction. After
this initial model is generated, the incremental learning stage begins, in which the new
instances are integrated in the model.

To make predictions, IDRA works with a decision rule set (DRS) that contains those
rules used to predict or support decisions, and a potential rule set (PRS) that includes
those rules that are not yet relevant enough, although they may change in importance at
some point. A rule might belong to the decision rule set or the potential rule set based
on its support and a variable boundary defined following the minimum support axis
proposed by [15]. This threshold is an adaptation of an RBS value used by CREA to filter
generated rules. This boundary is recalculated after a given number of examples; therefore,
the decision rule set (DRS) is constantly changing its size. Thus, the algorithm ignores
the less relevant rules until they become important inside the rule set and uses the most
relevant ones to classify until they lose importance. In IDRA, a new rule is added to the
potential rule set every time an unseen example comes. This means that when that rule
gains enough importance (there are a minimum of occurrences) this will be used to predict
similar examples that come to the system. Thus, IDRA provides a consistent system that
can predict with a high accuracy rate and with a certain complexity control over the rule set.

Figure 1 shows a high-level scheme of the proposed algorithm when an instance
arrives to the system. When a new instance is observed, IDRA finds the best fitting rule in
the decision rule set (DRS), which gives a class label. After that, the algorithm searches for
the perfectly fitting rule, that is the rule that matches all its antecedents with the attributes
of the example. Should that rule exist, the statistics are updated, while if it does not exist, a
new rule is induced and added to the potential rule set (PRS). After a given delay, the true
label arrives or can be calculated, so the algorithm updates the statistics of the model and
sets the accuracy and error rates.
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Figure 1. High level flowchart of IDRA.

IDRA introduces rules whose consequents compile a probabilistic distribution of
different class labels, what we call soft rules. This means that a single rule might contain
several confidence rates relating to different classes, so there is no single metric to measure
the inference capacity of that rule. To solve this problem, IDRA uses the entropy of the
precision rates as a metric to compare rules. The lower the entropy is in a rule, the greater
the difference among their class label confidences and therefore, the better capacity to
predict. Thus, a rule with a single-class confidence of 100% would have a Shannon entropy
of 0, while a rule with a confidence equally distributed into two classes would have a
Shannon entropy of 1. The best inference capacity is given by a Shannon entropy of 0
and the worst inference capacity by the maximum possible Shannon entropy is given by
this formula:

Hmax = log, (#Classes) ()

The main steps of IDRA and the modifications made to adapt the CREA algorithm
to the incremental logic are described in detail in this subsection, as well as the premises
followed and the pseudocode of the algorithm. The description of IDRA will be presented
using the same nomenclature used in the description of CREA (see Section 2.3).

In this case, the IDRA rules have an antecedent that implies a consequent such that the
consequent is defined as [wy:p1, w2:p2, . .. , Wi:pkl, where pj is the probability of the w; class.

The required input of Algorithm 2 is a training data set, a stream data set, the size of
the evaluation window and an entropy threshold. Algorithm 2 starts creating the same
structures needed in Algorithm 1 and generates an initial rule set (RS) with a similar
process. A loop starts extracting any rule of the no final rule set (NFR) and then selects an
attribute x; based on the information gain criterion [14] and expands all its values v; with
the ExpandRule function. After that, IDRA checks if this expanded rule is final, inserting r
to the rule set RS if it is, and to the no final rule set (NFR) if it is not. After all the rules are
final and the NFR set is empty, the initial rule set is built, and the data streaming process
starts. The RBS values are initialized with the UpdateRBSThreshold function and based on
this threshold, the decision rule set (DRS) and the potential rule set (PRS) are delimited with
the defineDRSandPRS function. This method divides the RS, based on the RBS threshold,
in a set of rules that are used to make predictions (DRS) and a set of rules that are expected
to gain importance before being used in the decision-making process. After this, an auxiliar
rule set (AuxRS) is created for all the not totally expanded rules (NTER). This auxiliar rule
set contains all the totally expanded rules of each not totally expanded rule. That means
that if there is a not totally expanded rule in RS, such that, x = {x1, x2, ... , Xj_1, Xj41, ...,
Xc—1} in AuxRS will be a set of totally expanded rules for all v; € x;.
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After the creation of the auxiliar rule set, the incremental learning process starts. For
each instance received by the data stream, a prediction is made using the bestRule function,
which selects the best rule of the DRS based on a given criteria, in this case the support.
Next, IDRA searches for a rule in RS (DRS and PRS) that totally covers the descriptive
attributes of the instance, updating the statistics of the rule if it is found or creating a new
rule in the PRS if it is not. Thus, the algorithm slowly integrates new instances not observed
before, increasing their importance after each occurrence. When a new set of explanatory
attributes (or antecedents) is observed enough times, the associated rule climbs positions
in the PRS and it might move to the DRS if it meets the significance conditions established
in the RBSThreshold. In the case that the best rule in RS is a not totally expanded rule, the
statistics of the corresponding auxiliar rules of AuxRS will also be updated to build auxiliar
rules, as significant as possible, whose consequents represent the updated class distribution
shown on the data stream.

After that, if a window check is required, several statistics within the model are
updated. The RBS threshold is recalculated and, therefore, the DRS and the PRS are divided
again based on this new limit. At this point, the entropy of the consequents of each not
totally expanded rule is calculated based on the Shannon entropy [34]. Those rules whose
Shannon entropy is above the entropyTolerance limit, will be replaced by the equivalent
rules of AuxRS. The checkEntropy function will also erase the replaced rules from the
NTER and the equivalent rules from the AuxRS. Thus, those not totally expanded rules
with consequents that possess a not clear classification option (the Shannon entropy is
far from the perfect case, H = 0), evolve to more concrete rules that might classify with
better Shannon entropy rates (closer to 0). Finally, IDRA sorts the RS based on the support
criteria and rules might reorder, producing changes in the system rule preferences when a
classification action is taken.

Algorithm 2: IDRA: Incremental Decision Rule Algorithm.

input: D: training data set
DS: data stream
Window: window size
Entropy_tolerance
output:  RS: rule set
begin
Let RS+ {}
Let defaultrule r + &
Let NFR < {r}
while NFR is not empty do
r < Extract any rule from NFR
x; + BestGainRatioAttribute(r,D)
foreach v; € x; do
r’ <~ ExpandRule(r, x; = v;)
if r’ is a final rule then
RS < RS U ExpandRule(r’,[wy:p1, waipa, ..., Wipkl)
else
NEFR «+- NFR U {r’}
UpdateRBSThreshold()
defineDRSandPRS(RS,RBSThreshold)
Let NTER < {r € RS, r is not totally expanded rule}
AuxRS < ExpandAllRules(NTER)
foreach instance {x,y} in DS do
r < bestRule(x,DRS)
if exists TotallyCoveringRule(x, RS) then
updateTotallyCoveringRuleStats(x,y,RS)
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Algorithm 2: Cont.

else
PRS < PRS U newTotallyCoveringRule(x,y)

if r is not totally expanded then
update(r,AuxRS)

if Window check is Required then
UpdateRBSThreshold()
defineDRSandPRS(RS,RBSThreshold)
checkEntropy(NTER,AuxRS,entropyTolerance)

sortBySupport(RS)

4. Experimental Evaluation
4.1. Dataset

To test the new proposed algorithm in data stream contexts, several datasets are
simulated under the same conditions with different seeds, as well as a real dataset. Each
simulated dataset has a total of 60,000 instances, 600 of them are used to train the initial
model and the remaining 59,400 to simulate the stream. These proportions are taken from
the work of Kosina and Gama [24]. In this sense, the method used to evaluate the models is
the interleaved test-then-train or prequential evaluation. In this scheme, every individual
example is used to test the model before it is used to update it. Thus, the model is always
being tested on instances never seen before. With test-then-train evaluation, all examples
are considered to compute accuracy, while prequential only uses those contained in a
sliding window. In this case, the test-then-train scheme is used with no sliding window.

To simulate the changing data, the SEA method (Streaming Ensemble Algorithm)
proposed by Street and Kim [35] is used. This technique generates abrupt changing datasets
formed by three numerical variables (two of which are relevant) with values between 0 and
10, and a binary objective variable labelled following the next expression:

x14+x2<80, 3)

where x1 and x2 are the values of the two relevant variables, and 0 is the changing threshold
used to generate different concept drifts. Should the addition of the first two attributes
(x1 + x2) be less than or equal to 6, the example would be labelled as negative (—) and if it is
more than 6, it would be labelled as positive (+). Following this logic, four concepts (three
drifts) are generated by varying the value of 6, each one of them containing 15,000 examples.
The default values of 8 are 9, 8, 7 and 9.5. All the datasets simulated with these premises
around the same distributions of 64% positive labelling and 36% negative labelling. This
method is selected mostly as it fits the simulation requirements of a decisional context. The
changes are abrupt, however its magnitude does not have a high impact on the data. That
explains the decisional environments quite well, in which the context may change abruptly
yet the scope is in most cases controlled and delimited in an expected range. An abrupt
change with a high impact is not seen so often, however it is possible. The behaviors of
all the algorithms are also studied in a highly demanding scenario with a considerable
difference between the values of 0. In this case, the threshold limits are set to 9, 15, 8 and
14, generating concept drifts of a high impact. The simulated data for this high impact
scenario also includes a 10% rate of noise.

Besides the simulated datasets that provide the experiment with a deep study of
the condition that most affect each algorithm, a real dataset is also used to test the three
algorithms. This dataset [36,37] contains data from the marketing campaigns of a bank
and classifies the subscription of each client to a product. This dataset has a total of 45,211
instances with 11 discrete columns containing information about different aspects of a
client. In this case, to simplify the analysis, the five most relevant attributes of each dataset
are selected according to gain ratio criteria [38]. To the best of our knowledge, this dataset
contains neither errors nor mislabeling, so in the next sections it will not be considered.
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The set of data has no explicit concept drift so a similar performance of the static and the
incremental algorithms (CREA and IDRA) is expected.

4.2. Noised Data

The data in real scenarios are exposed to errors that might be caused by miscaptured
data in noisy environments, as well as mislabeled classes produced by human mistakes.
To measure the algorithms’ tolerance to these kinds of error, different levels of noise and
mislabeling are included in simulated datasets. Each type of error is generated following a
different logic. In the case of noise, this is generated by adding a random error, compre-
hended between the negative and positive value of the maximum error. That means that
the classes were produced following this expression:

x1 +x2 4 noise < 0, 4)

The maximum error is calculated based on the noise rate and the attributes range. In
this case, using SEA generation, the variables take values between 0 and 10, so if the noise
level is fixed to 10%, the error oscillates within the [—1, +1] range. In the case of mislabeling,
the process consists of changing the correct class to the wrong one in each number of
examples, depending on the defined level of error. Thus, if the level of mislabeling is set
to 5%, 3000 out of 60,000 instances are incorrectly labelled. In real scenarios, this type
of error might be caused mainly by human error and has a considerable impact on the
models’ performance.

Table 2 shows the different simulated scenarios in which the methods are tested, as
they can be observed a total of 5 times each. The proposed scenarios include the perfect
case (No error) with neither noise nor mislabeling, noisy scenarios (10% and 20% rates)
and mislabeled scenarios (5% and 10% rates). The most used scenario in the literature is
the one that includes 10% noise; therefore, the authors consider it to be the most important.
However, other scenarios are also studied to delimit which algorithm is best for each
situation, and which kind of error most affects each method.

Table 2. Scenarios, noise and mislabeling levels and threshold limits for simulated datasets.

Scenario Type Experiment Noise Mislabel Threshold 6
No error 5 datasets mean 0 0 [9,8,7,9.5]
Noisy 5 datasets mean 10 0 [9,8,7,9.5]
Noisy 5 datasets mean 20 0 [9,8,7,9.5]
Mislabeled 5 datasets mean 0 5 [9,8,7,9.5]
Mislabeled 5 datasets mean 0 10 [9,8,7,9.5]
High impact 5 datasets mean 10 0 [9,15,8,14]

4.3. Simulation Conditions and Limitations of the Experiment

The main purpose of these experiments is to study the behavior of the proposed
algorithm in abrupt changing data stream contexts. IDRA is compared with the benchmark
decision rule algorithm VFDR and a static rule oriented optimized ID3 (CREA) in terms of
performance and time. In this sense, a wide variety of experiments are designed to study
how different types of error affect each algorithm. The computer used for these experiments
has a Processor Intel i7—10710U CPU @ 1.10GHz, 16GB RAM, Windows 10 20H2.

The algorithms tested in this section follow different rationales. First, CREA is a
static algorithm commonly trained with batch data and tested using cross-validation. This
algorithm has never been tested with data streams before, so the results also indicate the
effect of abrupt changes on this method. On the other hand, IDRA is the incremental
adaptation of the CREA algorithm. This method progressively updates rules with the
incoming data streams with no need to keep examples on memory. Finally, VFDR is
considered an adaptive algorithm, which is in this case able to deal with nominal and
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continuous attributes, as well as ordered and unordered rule sets. To compare the methods
in similar conditions, ignoring the basic differences between the static, incremental and
adaptive logics, all the algorithms are based on majority class criteria to make predictions
and generate ordered rule sets with discrete datasets.

One of the limitations of the proposed algorithm, and therefore of this study is the
nature of the analyzed data streams since only discrete data can be processed by IDRA and
CREA. In this case, a previous discretization process has taken place to make the simulated
data meet this requirement. Another of the limitations of this study is related to the time
performances of the three tested algorithms. The version of VFDR used in this paper is
integrated in the MOA framework [28] and therefore implemented in Java, while CREA and
IDRA algorithms are written in Python. Even in this case, when the hardware conditions
are the same, the different implementation languages of the algorithms might make the
time comparison not so relevant. Nevertheless, the different nature of the algorithms is
not a reason why the two algorithms cannot be compared [39,40]. Thus, the time results
are shown as a valuable metric of the algorithms to evaluate which problems could be
handled assuming certain time requirements. The study compares the mean accuracy
of each method and presents the computational times to know whether an algorithm is
suitable for a specific problem or not.

4.4. Experimental Design

The simulated datasets have 60,000 examples, of which 600 are used to train and 59,400
to test the static algorithm and test-then-train the incremental or adaptive ones. The same
conditions are replicated in the case of the real dataset, 600 instances are used to train and
44,611 instances to test or test-then-train depending on the algorithm. All three methods
are fed with the test data in the form of a stream. In order to compare the evolution of the
different models, an evaluation window is fixed to take measures of the model accuracy. In
all cases the size of this window is 1000 instances. In this sense, the mean accuracy obtained
by the model for a given dataset is again used to calculate the mean accuracy of all datasets
within the same scenario. In the same way, the mean time spent by an algorithm in a
scenario is used as a comparative metric. In the case of accuracy, its evolution is considered
relevant to compare the behavior and qualities of the methods. Every simulated scenario
is understood as a set of error parameters. A total of five datasets are simulated and the
mean metrics of each studied dimension are reported to compare the three algorithms. In
the case of the real dataset, five data streams are generated by randomly shuffling the data.
The mean accuracies and times obtained by the three algorithms in these five data inputs
are shown in the next subsection.

4.5. Results

In these next paragraphs, the different tables summarizing the obtained results in the
experimental evaluation will be shown. The discussion and comments derived from these
results will be given in Section 4. Table 3 shows the mean accuracies of all models while
Table 4 shows the mean times obtained for each algorithm in the described scenarios. With
these measures, it can be quickly identified whether an algorithm is suitable for the time
requirements of a system.

Table 3. Mean accuracy of algorithms.

Simulated Scenarios Real Scenario
No Error Noise Mislabel High Impact Bank
Algorithm 0% 10% 20% 5% 10% 10% noise 0%
IDRA 0.930 0.896 0.848 0.814 0.744 0.841 0.9345
CREA 0.899 0.879 0.840 0.836 0.756 0.794 0.9329
VEDR 0.829 0.836 0.815 0.780 0.726 0.824 0.8882
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Table 4. Mean time (in seconds) of the three algorithms.

Simulated Scenarios Real Scenario
No Error Noise Mislabel High Impact Bank
Algorithm 0% 10% 20% 5% 10% 10% noise 0%
IDRA 32.5 31.5 31.2 29.8 33.8 30.7 133
CREA 16.4 17.5 18.6 18.9 21.7 17.3 111
VFDR 44 42 45 4.3 3.9 45 2.3
In Figure 2 we can see the evolution of the accuracy rate for all three algorithms in
two experiments. We appreciate that both IDRA and CREA have more stable behaviors,
while VFDR have more variable measures of accuracy. This last method is affected more by
changes, however it is also able to recover in a suitable time.
100 : : : 10
095 e e -
e © S-S A S 091 e
b g /n i AR
085 : : -o-.._g._-.-cw-*
> ' : 5 08 1
£ pso g
® o7 ® 07
0.70
+— IDRA 06 { —+ IDRA
065 —e— CREA —e— CREA
VFDR VFDR
0.60 - . . . . ; . 05 1= : . - .
0 10 2 30 a0 50 &0 0 10 0 30 a0
instances (x1000) instances (x1000)
(@) (b)
Figure 2. Accuracy evolution of IDRA, CREA and VFDR with two data streams. The concept drifts
are represented with dashed lines. (a) Accuracy evolution of the three algorithms in the 10% noise
simulated scenario. (b) Accuracy evolution of the three algorithms in one of the generated bank
data streams.
Table 5 shows the different ranges of accuracy variability obtained by each model.
These ranges are the mean differences between the maximum accuracy rate and the mini-
mum in each scenario. This table tries to show the methods’ volatility and discusses their
reliability compared to its mean accuracy.
Table 5. Mean range of accuracy variability.
Simulated Scenarios Real Scenario
No Error Noise Mislabel High Impact Bank
Algorithm 0% 10% 20% 5% 10% 10% noise 0%
IDRA 0.048 0.042 0.032 0.089 0.094 0.185 0.065
CREA 0.063 0.052 0.039 0.052 0.040 0.181 0.065
VFDR 0.345 0.274 0.272 0.229 0.212 0.380 0.428

5. Discussion

Table 3 shows that the mean accuracies obtained by IDRA are, in most cases, higher
than the rest of the algorithms for the computational experiment. In the benchmark case,
the simulated scenario with 10% of noise, IDRA obtains almost 2 points more of mean
accuracy than CREA and 6 points more than the VFDR implementation. The comparison
between models has its highest difference in the non-error simulated scenario and in the
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bank dataset, in which IDRA gets 93% and 93.7% of mean precision while CREA gets
90% and 93.5% and VFDR, 83% and 88.8%. In the case of the bank dataset, the results of
CREA and IDRA are quite similar due to the lack of concept drifts that affect the model.
Considering that the time differences between CREA and IDRA are affordable, the fact that
IDRA could assimilate new data distributions with no need to detect and remodel, could
be seen as an advantage over CREA.

Table 4 shows that the running times measured for the VFDR version are considerably
lower than the other two algorithms. Nevertheless, as previously explained, in decisional
contexts with no such demanding speeds, the accuracy rate may prevail over time. The
results of each algorithm in a specific scenario may help to get an idea of their potential
effectiveness in a particular case or industry. In the case of IDRA, the time is around 30 s in
all cases for the simulated datasets with almost 60,000 instances and around 13 s for the bank
dataset with more than 45,000 instances. That means that, in the simulated datasets, the
model classifies 2000 instances per second, or put another way, it takes 0.5 milliseconds per
instance. In the case of the bank dataset, the model classifies approximately 3400 instances
per second or 0.3 milliseconds per instance. If the data stream is below these rates or the
decision system can afford to have a small delay in classification, then the proposal is
suitable for the scenario or industry studied.

In the high impact simulated scenario, the best mean performance is achieved again
by the proposed algorithm, IDRA, with a difference of almost 2 points over VFDR imple-
mentation and 5 points over the static version. In the mislabeling scenarios, CREA becomes
the best performing method with 5% rate obtaining 0.836 of mean accuracy (2 and almost
6 points of difference with respect to IDRA and VFDR, respectively). This better perfor-
mance of CREA may be caused by its static nature and the data error distribution. Since
IDRA and VFDR implementations include incremental logics, the mislabeled instances are
added to the system at some point. CREA, with its static logic, does not include these mis-
taken examples so the model is not so affected, at least in a low error rate (5% mislabeling).
In this sense, it can be concluded that the mislabeling error has more affect than the common
noise error on both the static and incremental systems. In the case of 10% of mislabeled
examples, the performance of CREA drops to lower mean accuracies than the high impact
changes, 0.756 in 10% mislabeling scenario and 0.794 in high impact changes scenario. Also,
in the cases of IDRA and the VFDR implementation, the mislabeling error, at both the 5%
and 10% rate, have more of an effect on the mean accuracy than high impact changes.

Regarding the accuracy evolution in the simulated scenario (Figure 2a), both IDRA
and CREA behave similarly before the first concept drift. From this point onwards, IDRA
generally maintains its performance over time, while CREA degrades. This algorithm’s
drop of accuracy is very dependent on the 8 used to build the initial set of rules that means
the magnitude of the drift. In Figure 2a, it can be seen that CREA has a downward trend
that slightly recovers when it reaches the fourth concept (from instance 44,400 onwards). In
the case of VFDR, the precision changes quicker yet remains below the IDRA accuracy level
most of the time. The accuracy evolutions of CREA and IDRA show a greater degradation of
CREA performance when new observations arrive to the system. Thus, when the algorithm
is exposed to data streams that are potentially infinite, the trend of the methods is a relevant
element to consider. Therefore, even if in some cases, the trade-off between accuracy and
time of CREA might seem preferable, the long-term maintenance of this method may lead
to its degradation until the accuracy rates are not acceptable. In the bank data stream
scenario the accuracy evolution (Figure 2b) shows a quasi-identical performance of IDRA
and CREA. The fact that IDRA performs equally to CREA in data streams with no change,
and that it can adapt in those that do contain changes, shows the improvements achieved
by this new incremental version.

Table 5 shows that the mean accuracy ranges of IDRA are considerably lower compared
to VFDR. That means that the model generated by IDRA is more stable over time than
VFDR for the data streams used in this work, as it can also be seen in Figure 2. This behavior
derives from a very-fast-changing policy that makes VFDR have lower accuracies at specific
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points beyond variable changing moments. IDRA has no explicit forgetting method so, in
those changing moments the algorithm suffers no high impact in its accuracy. A permanent
change in data is assimilated by the reranking of the rules. This process is not as fast as
other methods implemented in very fast algorithms, however this might be preferable in
cases where data is not changing so fast. This adaptation method of IDRA allows the model
to ignore temporal changes in exchange for a slower update. In some practical cases, an
algorithm that is able to maintain a stable accuracy rate while incrementally learning from
changing data might be desirable over a very-fast-changing model.

6. Conclusions and Further Research

In conclusion, for the simulated data streams and the real bank dataset used in this
paper, the new proposed incremental method IDRA performs more accurately than the
other two algorithms considered in this work in most common scenarios. The accuracy of
the VFDR algorithm is improved; specifically the MOA implementation of it, in almost
all scenarios with error or without error. This also improves the static version of the
algorithm, CREA, in all the cases except for two (mislabeling cases). In those two cases, the
difference with IDRA is lower than the one with the VFDR proposal. This new proposed
highly accurate method maintains its running times around 30 s classifying almost 60,000
instances in the simulated scenarios and around 13 s classifying more than 45,000 in the
bank dataset. Commonly, decisional contexts have neither high time restrictions, nor
deal with high rates of data arrival so the most accurate incremental model might be
preferred. However, if the decisional context in which the algorithm will be running has
faster response time requirements and precision is not so valuable, other algorithms such
as VFDR might be preferable to IDRA.

This first version of the Incremental Decision Rules Algorithm (IDRA) is still subject to
improvement, yet it has proven itself with a promising performance over other benchmark
methods with the data streams used in this work. A stable behavior when exposed to
changes and the resilience to error rate variations can make IDRA a comparable and some-
times a preferable algorithm for some contexts, which tend to be mostly decisional ones.
However, for each practical situation, it must be evaluated which classification algorithms
may be more suitable or have a better performance according to the objectives pursued.

Further research will try to equip IDRA with mechanisms to forget and adapt faster
to the high impact scenarios. IDRA is specially designed to be implemented in a Deci-
sion Support System (DSS) that guides the actions and policies of the company using it.
For example, in some investment procedures, it is important to reduce uncertainty, and
therefore highly accurate algorithms add great value to these contexts. In this sense, the
computational experiment carried out in this paper shows that IDRA can balance good
accuracy rates with affordable times for decision making.

Future works will test IDRA in real decision contexts with other data streams and, the
design of similar algorithms that work with precise rule sets in decision contexts will allow
this algorithm to be tested against same-nature algorithms. Additionally, the analysis of
other metrics as criteria to select decision rules in IDRA, might lead to the improvement
of the performance of the algorithm in future research. By means of these criteria or other
techniques, a management of expired instances could be also studied in further works.

Finally, in the studied case, we have established a demanding entropyTolerance level
for IDRA, which has led to only high accurate rules being kept unexpanded in the system.
However, the analysis of how different values of this metric could affect the algorithm
might also be interesting with regard to further research.
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